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Today’s Presenters

• Gerard Delaney – Manager Corporate Affairs - Leading Age Services Australia

• Heather McDonald – Director of Education & Adoption, Australian Digital Health Agency  

• Susan Emerson - Clinical Reference Lead Aged Care, Australian Digital Health Agency  

This is an interactive session. Please write your questions at any time in the chat box. 
Due to the high volume of attendees joining us today we may not be able to answer 

your question within time, but a written response will circulated out with 
presentation slides & recording in approximately 7 days time. 



Learning outcomes

• Understand the features & benefits of the 
national My Health Record system

• Implications for staff working within Aged 
Care

• Discuss benefits of the My Health Record 
with residents and families and provide 
information about opt-out

• Recognise consent obligation, legislation 
requirements and security features in place 
to protect the My Health Record system



National Digital Health Strategic Priorities: 2018 – 2022



Why do we need a national My Health Record system?

Every year Australians have an average of 22 
interactions with the health system, including:

• 4 visits to a GP

• 12 prescriptions

• 3 visits to a specialist

Often the information from these visits is held in 
paper-based records in separate locations and most of 
these records are not shared electronically

Approximately 13% of 
healthcare provider 
consultations have 
missing information

AIHW: Australia’s Health 2016: https://www.aihw.gov.au/getmedia/9844cefb-7745-4dd8-9ee2-f4d1c3d6a727/19787-AH16.pdf.aspx?inline=true



What is My Health Record?
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It is a repository of documents and a summary of an individual’s key health information –

it can be shared securely online between the individual and their healthcare providers

It is protected – by legislation 

and is more secure than internet 

banking

It is accessible at all times – including 

at point of care 

It is personally controlled – the individual has a say in what 

gets uploaded, what stays in their record and who can see 

their record

It is part of a national system – an individual’s My Health Record travels with 

them wherever they are and no matter which registered healthcare provider 

they are seeing



My Health Record is not meant to replace direct 
communication between healthcare providers. It is another 

source of health information that you may not have 
otherwise been able to access.

Enhancing not replacing





Aged care services as at June 30 2017

Source: https://www.gen-agedcaredata.gov.au/Topics/Services-and-places-
in-aged-care



What’s in a My Health Record?  



Providers Medicare
Individual OR 

their representative

o Clinical 
Documents

o Medicare claims

o PBS information

o Organ Donor 
decisions

o Immunisations 
(AIR)

o Emergency Contact Details

o Advance Care Plans

o Advance Care custodian

o Personal Health Summary

o Personal Health Notes

Types of information contained in a My Health Record



Clinical document types



Diagnostic reports - What’s being introduced?

• Radiology and pathology reports will still be sent directly to GPs via the usual 
process

• However, diagnostic reports will now also be uploaded directly to My Health 
Record

• Patients and any healthcare professional involved in their care will be able to 
access the reports wherever and whenever they need it

• Healthcare professionals will be able to view the reports as soon as they are 
uploaded to My Health Record

• For seven days following the upload of a pathology or diagnostic imaging 
report, the consumer will be able to see that the report exists, but will not be 
able to open it.

• Reports will only be visible to patients through their My Health Record after 
7 days. 



Requesting software being updated to support communications

 The table below displays products and versions where the `Do Not Send Reports to My Health Record’ 
functionality was introduced

 Other clinical information system software vendors are currently in the process of updating their solutions and 
should advise clients when the changes are going live.

Product
Pathology Diagnostic Imaging

Paper Request E-Request Paper Request E-Request
Best Practice 
Premier

1.8.8.810 (LAVA SP3) 1.8.8.810 (LAVA SP3) 1.8.8.810 (LAVA SP3) 1.8.8.810 (LAVA SP3)

Communicare 18.1 n/a 18.1 n/a

Genie 9.08 n/a 9.08 n/a

Gentu Rel 18 May 18 n/a n/a n/a

Global Health –
Primary Clinic

3.3.9 n/a 3.3.9 n/a

Medical Director 3.17.2 (except Cytology) 3.17.2 (except Cytology) TBC TBC

Stat Health 3.11 n/a 3.11 n/a

Zedmed 29 n/a 29 n/a

https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-health

https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-health


Shared Health Summaries – represents a consumer’s health status 
at a point in time 



Auto-population of clinical information

You do not need to enter clinical information twice; it auto-populates from the local medical record.



My Health Record Opt-Out participation



This year, every individual with a Medicare or Department of 
Veterans’ Affairs card will get a My Health Record unless they 

tell us they don’t want one. 

A three month opt-out period will be held from 16 July to 15 
October. During this period, those individuals who do not want 

to have a My Health Record can opt out by:

Going to www.MyHealthRecord.gov.au or 
calling the Help line on 1800 723 471



My Health Record Opt Out options

During the 3 month opt-out window consumers will be able to:

• login to the My Health Record online portal to record their decisions –
the portal will be mobile enabled

• Call the  My Health Record phone number to speak with a dedicated My 
Health Record customer service representative 1800 723 471

Forms will be provided on request, and additional support will be provided 

to Aboriginal and Torres Strait Islanders, people from non-English speaking 
backgrounds, people with limited digital literacy, and those living in rural 

and remote regions. 



Range of resources in the toolkit 

Posters for use at practice

Security & Privacy fact sheet Note-pads 
Benefits & information about opt-out channels 

GP fact sheet



If an individual opts 

out during the three 

month window 

between 16 July –

15 October a My 

Health Record will 

not be created for 

them.

For those who do 

not opt-out, a My 

Health Record will 

be created. 

However it will not 

have any content. 

The My Health 

Record activates 

when it is accessed 

by a health provider 

or the individual. 

Two years of 

Medicare and PBS 

is added to the 

Record.

An individual can 

cancel their My 

Health Record at 

any time. It will be 

archived in 

accordance to 

legislation.

Individuals who have 

opted out, or 

cancelled can 

choose to re-engage 

with the My Health 

Record system.

What happens after the MHR Expansion opt-out period?

Record Creation ActivationRecord creation Cancellation Re-activation



Opt out channels

From July 16 to October 15 2018 every Australian will have the chance to opt out of having a My Health 

Record created for them. 

There are three channels for a consumer to opt out of the system:



How to opt out a person for whom you are a carer or guardian

Consumer has a separate Medicare card to the Authorised
Representative. The consumer is > 18.

(Example – a consumer wants to Opt Out an elderly 
Parent  or other person they have caring responsibilities 
for). 

Access is possible via landline or mobile phone.



My Health Record: Consent, access controls and 
benefits for consumers



Patient consent

Authority to access Authority to upload

A provider is authorised by law to view a My 
Health Record without seeking consent each 
time, if:

1. The provider is permitted by the 
organisation to access the My Health Record 

2. The provider is accessing in order to provide 
healthcare to the patient

3. The patient has not restricted access to the 
record

A provider is authorised by law to upload 
clinical documents without gaining consent 
of the patient each time.

Providers who have a legitimate reason to access the system (e.g. provide care to 
a patient) are authorised to do so subject to patients access controls.

A patient may instruct you that a particular 
clinical document not be uploaded. If they 
do it cannot be uploaded



Patient consent:  individuals aged between 14-17 years 

• Authorised representatives (e.g. parent/legal guardian) will have control of their 
child’s record from 0-14 years

• After 14 years, a child can choose to take control of their My Health Record, if 
they choose not to, their authorised representative can continue to manage it 
until they turn 18

• If a 14-17 year old does not take control of their My Health Record, no new 
Medicare information will flow to their My Health Record

Children



My Health Record Representatives
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Access for nominated representatives is selected by the individual – access levels 
include:

–General Access – view all documents, except those marked as restricted.

–Restricted Access – view all documents, including those marked as restricted.

–Full Access – view all documents and make additions and changes.

• An Authorised Representative 

– is a person who has applied to, and satisfied, the System Operator that they have parental or legal 
authority, or is otherwise appropriate, to act on behalf of an individual. 

• A Nominated Representative 

– is a person that has been chosen by the individual to assist with managing the individual’s My 
Health Record (various levels of access permissions) , and they are required to act in accordance 
with the will and preferences of the person they represent.



Individuals control who has access to their My Health Record

They can choose to restrict access 
to specific documents in their My 
Health Record by establishing a 

code (LDAC).

Any Organisation given the LDAC 
can access those documents

They can restrict access to their 
record by establishing a code

(RAC) that will mean only 
organisations given the code can 

access any part of their My Health 
Record 

They can subscribe to SMS or 
email alerts that report in real 

time when a new health provider 
organisations accesses their My 

Health Record

All instances of access to My 
Health Record are monitored and 

logged



Features and benefits for consumers 

• 24/7 access

• Withholding consent to upload

• Removing Documents

• Limiting Access

• Tracking Access



Emergency Access

Under emergency access, a registered healthcare organisation can access all 
information in My Health Record except for:

• Documents that have been removed by an individual, and

• Information entered by the individual in the Personal Health Notes 
section of their My Health Record.

Emergency access is:

• available regardless of any access controls set by the healthcare recipient

• granted for five days from the time the organisation asserts an emergency exists

• logged for audit purposes



My Health Record – Legislation, Privacy & Security



The My Health Record system operates under the 

My Health Records Act 2012 and The Privacy Act 1988.

The Acts establish:

- The role and functions of the system

- A registration framework

- A privacy framework



Medico-legal concerns

Uploading inaccurate 
information

Penalties for misuse

Healthcare providers are under an 
obligation to take reasonable steps to 
upload accurate and up-to-date 
information (this is an obligation that 
exists already when sharing patient 
information with other providers)

Healthcare providers who have a legitimate 
reason to access the system (e.g. provide 
care to a patient) are authorised to do so. 

Reckless or intentional misuse may be 
subject to penalties up to $126,000 for 
individuals; $630,000 organisations 

The Australian Medical 
Association (AMA) has 
released some guidance 
to assist medical 
practitioners on how to 
use the My Health 
Record: 
https://ama.com.au/arti
cle/ama-guide-using-
pcehr

https://ama.com.au/article/ama-guide-using-pcehr


Medico-legal concerns

Acting on incorrect 
information

Information in the My Health Record is 
to aid clinical decision-making

Providers should rely on their own 
clinical judgement when using third 
party information

The My Health Record does not replace 
existing communication methods with 
the patient or other healthcare 
providers



Medico-legal concerns

Do I need to download My 
Health Record documents 

if my patient files are 
subpoenaed?

Information in the My Health Record 
does not form part of your local patient 
records and a patient’s My Health 
Record is only to be accessed in the 
provision of healthcare.

Documents previously downloaded and 
stored in your local systems are 
considered to be local records and may 
be required as part of the subpoena.



Security

Strong 
encryption

Firewalls

Secure login / 
authentication 
mechanisms

Audit logs



Putting policies in place

Your organisation will need to develop, maintain, enforce and communicate to staff written policies 
relevant to the My Health Record system to ensure that interactions are secure, responsible and 
accountable.

There are sample policy templates on the Agency’s website, including:
• Sample Data Records and Clinical Coding Policy
• Sample Policies and Procedures for the Use of NASH PKI Certificates
• Sample My Health Record Security and Access Policy

www.digitalhealth.gov.au > Getting Started with Digital Health > Registration > Registration Workbooks

http://www.digitalhealth.gov.au/


Summary points on privacy and security

• A record can only be accessed by Healthcare providers providing healthcare 
to a patient 

• There are strict sanctions for misuse, including civil and criminal penalties 
such as imprisonment and/or fines ($126,000 for an individual and $630,000 

for organisations). 

• Access history is recorded, including who accessed the record, when it was 
accessed and what actions were taken

• Your patients can choose to be notified when their My Health Record is 
accessed or updated 

Access to My Health Record is limited to provisions in the law



My Health Record: Secondary use of data



My Health Record Secondary Use Framework

In May 2018, the Department of Health released the Framework to guide the 

secondary use of My Health Record system data. This framework provides a 

guide to the use of data held within the My Health Record for the purposes of 

research or public health.

The framework outlines the establishment of a Governance Board, sets the Data 

Custodianship to the Australian Institute of Health and Wellbeing, and provides a 

clear set of rules governing access.



Key principles for the secondary use of My Health Record data

Consumers can opt out of having their MHR data used for secondary purposes.

• This is located on your personal settings page

Consumers who have cancelled their record will not have their record used for 

research purposes



How can a My Health Record improve health outcomes 
for residents of aged care facilities?



Improving clinical handover when admitting a resident for 
permanent or respite care

• Reduced time gathering information relating to possible recent hospital 
admissions

• Reduced time chasing latest list of  residents’ comorbidities

• Reduced time determining last scripts filled by resident 

whilst in the community

• Ability for Pharmacist to conduct a medicine reconciliation 

by pharmacist (RMMR)

• Ability for nursing staff to easily determine treatment 

required post specialist appointments



Potential Documents which can be viewed by aged 
care staff

• Discharge summaries from hospitals
• Shared Health Summaries (medical history, medications, allergies and 

adverse reactions, immunisations)
• Event summaries 
• Pathology and Diagnostic Imaging reports
• Prescription and Dispense records
• Consumer entered information (Advance Care Directives, NOK, 

Emergency contacts, personal health notes)



Improving medication safety/reducing adverse drug reactions

• Medication errors were common, involving 16-27% of residents regarding 
all types of medication errors;

• Transfer-related medication errors occurred in 13-31% of residents; and
• 75% of residents were prescribed at least one potentially inappropriate 

medication

Source: https://www.australianageingagenda.com.au/2016/11/25/surprising-findings-prompt-call-for-improved-reporting-of-

medication-errors-in-aged-care/

https://www.australianageingagenda.com.au/2016/11/25/surprising-findings-prompt-call-for-improved-reporting-of-medication-errors-in-aged-care/


Care need ratings of people in permanent residential care, by domain, 
30 June 2017



My Health Record benefits for residents 

Some residents may not be able to articulate their healthcare needs or history:

• High care dementia residents and people living with dementia 
• Residents who have difficulties communicating verbally  
• Residents whose first language is not English (CALD populations) 

Others may feel burdened by repeating their history to multiple healthcare providers:

• Specialists/GPs
• Hospital clinicians
• Allied health providers
• Agency nursing staff



Next steps and summary



Key messages – when you are discussing My Health Record with your 
residents and their families 

① Focus on the benefits to consumers 

/residents

(e.g. in an emergency; or when travelling)

② Inform about security and privacy 

③ Explain that you can opt out or cancel

④ Refer for further information 

MESSAGES

THE 4 KEY 

Who has access 

to the record

What the record 

contains

How the

record is 

populated

Security / integrity 

of the system

How the

record is 

accessed

Other questions 

about 

management & 

administration of 

record



Summary

• My Health Record is a summary of an individual’s information – does not 
replace direct communication with residents, family and other healthcare 
providers

• Embrace & use the My Health Record system – remind your team to view 
residents My Health Record and upload Event/Shared Health Summary

• Outline features & benefits of the My Health Record to your residents– assist 
individuals make informed decision opt-out 



Next steps

• Get registered for the My Health Record

• Ask your software vendors to assist you with  connectivity

• Implement supporting Policy & Procedures within your aged care facility

• Educate and train your staff 

Training request form: https://conversation.digitalhealth.gov.au/training

https://conversation.digitalhealth.gov.au/training


Questions



Help Centre 1300 901 001
8am–6pm Monday to Friday AEDT

Email help@digitalhealth.gov.au

Website www.digitalhealth.gov.au

www.myhealthrecord.gov.au

Twitter https://twitter.com/AuDigitalHealth

Contact Us

mailto:help@digitalhealth.gov.au
http://www.digitalhealth.gov.au/
http://www.myhealthrecord.gov.au/
https://twitter.com/AuDigitalHealth


Accessing the My Health Record at the RACF



Conformant software



National Provider Portal (NPP login) 

To access the provider portal go to https://portal.ehealth.gov.au.

https://portal.ehealth.gov.au/


National Provider Portal access



Leveraging My Health Record functionality to meet 
accreditation standards



Alignment with accreditation standards

1.1 Continuous Improvement: The organisation actively pursues continuous improvement

1.8 Information Systems: Effective information management systems are in place 

2.5 Specialised Nursing care needs: Care recipients’ specialised nursing care needs are identified 
and met by appropriately qualified nursing staff 

2.6 Other health and related services: Care recipients are referred to appropriate health specialists 
in accordance with the care patiient’s needs and 
preferences 

2.7 Medication management: Care recipients medication is managed safely and correctly

3.6 Privacy and Dignity: Each care recipients right to privacy, dignity and 
confidentiality is recognised and respected. 



“My Health Record promises to be an empowering tool for older 
Australians, giving them the ability to share and control their health records 
with all healthcare professionals, whether doctors, hospitals or others.

“Older Australians need to be supported in healthy ageing and this 
streamlined approach to information sharing promises to improve the flow 
of information from hospital to home to residential aged care and ultimately 
contribute to the quality of care for an individual.”

My Health Record – an empowering tool



Next steps

• Get registered for the My Health Record

• Ask your software vendors to assist you with  connectivity

• Implement supporting Policy & Procedures within your aged care facility

• Educate and train your staff 

Training request form: https://conversation.digitalhealth.gov.au/training

https://conversation.digitalhealth.gov.au/training


Where to find Provider Education 
support

https://www.myhealthrecord.gov.au/for-
healthcare-professionals#how-to

https://www.myhealthrecord.gov.au/for-healthcare-professionals#how-to



